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CTATUCTUYKW U3BEWTAJHU

HakoH nojaBe MHTEpPHeTa 1 HEroBoOr NpuMxBaTakba y NOCOBHOj KOPECNoHAEHLN|H,

eNleKTPOHCKa nowTa je noctana Hajuewhe kopmnwheHa ¢yHkUMja Koja je omoryhuna
TPEHYTHO CNake U NpriMaHe rnopyka.

Mpema cTaTUCTNUKMM nsseluTajuma [1] 6poj Hanora enekTPoHCKe NoLUTe pacTe U3 rofuHe y roAnHy,
na jey 2019. nsHocmo 5.5 mununjapan. bpoj nopyka enekTpoHcke rnoLuTe nociaTux y jefHoM AaHy je
N3HOCKO 246.5 munnjapan y3 npeasmharse fa he pactn 5% roguiirse.

NPETHE

Ha ocHoBy [lpernesa TpXuwTa TeNeKOMyHMKaUMja WM MNOLITAHCKUX Yycayra y
Peny6nuun Cpbuju y 2018. ToamHwn, koju je PATE/l caumHmo u 3a obnact

6e3begHOCHUX pu3mka y VKT cuctemmma, ctarbe nHpopmaumoHe 6esbegHoOCTU Y
cBeTy nokasyje fa je OUWWHI Ha 4YeTBPTOM MeCTy Hajuewhux npeThu,
ca 3abenexeHVM TpeHA0M pacTa.

®OULLIVIHT je cajbep Hanaz Koju NPUMapHO KOPUCTU TeXHMKE COLMjaNHOT MHXeHepUHra ca L/beM Aa
3aBapa XpTBe. MNopyke Koje ce Lwasby MOry Aa cajpXe 3710HaMepHy AaTOTeKy, MHK KOj KOPUCHMKA
npeycMepaBa Ha WHTEPHeT CTPaHWULy Ca 3/10HaMepHUM Cajpkajem, UAK YnyTCcTBO KOje HaBoAM
XPTBY Ala Cama Npoy3pokyje cajéep NHUMNAEHT.

DULLVHT je A0 Te Mepe 3acTyrn/beH Aa je vak 75% apxxaBa ynaHuua EY oTkpuno ciydyajeBe ¢uiimHra.
Mpeko 90% nHdekumja mansepom 1 72% nospea nojartaka NnoTnyy ynpaso of GULLNHI Hanaaa.

MocmaTtpajyhu nepuog og 2011. rognHe, Hanagn Ha MobunHe TenedpoHe y 0BOM 0BAVKY, U3 FOANHE
y roavHy pacty 3a 85%.

MocebaH npobnem cy GpULLNHT MOpyKe Koje, Kao CBOje NprumMapHe MeTe Npeno3Hajy 3anocaeHa 1mua
Yy OUHAHCWjCKOM CeKTOopYy WU JbYACKMM pecypcuma. Lwmb Hanaga je kpaha HoBUa HanagHyTe
opraHusauuje. Y nepuogy of oktobpa 2013. rognHe fo Maja 2018. roguHe, npujaB/beHO je Yak
78.000 oBakBux Hamaga ys wtety o4 12,5 MUInjapAn aMepmykux goaapa.

Hajuyewhn npunosn y oBakBUM eNeKTOPOCHKMM MoluTama cy: HapyL6eHuua, nnahawe, dpakTypa,
noTBpZa, payyH, caBeT, TpaHcdep.

Hajuewhe ynoTtpebibaBaHe peuu cy: naahawe (13,8%), xutHo (9,1%), 3axTeB (6,7%), Nnaxma (6,1%),
6uTHO (4,8%), noBep/snBO (2,0%), xmutaH ogrosop (1,9%), TpaHchep (1,8%), 6BUTHO axypuparse
(1,7%) n naxma (1,5%).

[1]_https://www.radicati.com/wp/wp-content/uploads/2015/02/Email-Statistics-Report-2015-2019-Executive-Summary.pdf
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KAKO YMAIBUTU PU3SUK?

MocToje TpU MexaHW3Ma 3a MNPOBepy efIeKTPOHCKe MOoLUTE KOjU MOry CMakbUTW

pV3MK O MpuUMaka Mopyka Ca NaxupaHe agpece (eHr. spoofing), kao 1 og
KOMMApoMUTaLMje BaLler nocaoBarba U To Cy:

e SPF (Sender Policy Framework),
e DKIM (Domain Keys Indentified Mail) n
¢ DMARC (Domain-based Message Authentication Reporting and Conformance).

MMnnemeHTpaweM OBMX MexaHusama, yumHuheTe ga AOMeEH KOju KOPUCTUTE 3a eNeKTPOHCKY
nowTy byse TexXu 3a Naxnparee, a CUcTeMun Koju byay npumManu nopyke og sac he 6utn curypHu ga
CTUXY W3 Noy34aHor n3sopa.

OBV MeXaHW3MM 3a 3alUTUTY CUCTeMa 3a C/lakbe 1 NpujeM efleKTPoHcKe nolute, oMmoryhasajy ycrneLHo
oAbnjarbe BehrHe TPeHYTHO akTyenHUX GULUMHI Hanaja, a HWXOBOM MPVIMEHOM MNPeBEeHTUBHO
Jenyjete Ha NOTeHUMjanHy 3/10ynoTpeby BalUMX ajpeca efieKTOpHCKe noliTe 1 TuMe AOoMNpUHoCUTe
60/bemM NMULY 1 penyTauunju Balle KOMMNaHuje.

SENDER POLICY FRAMEWORK (SPF)

SPF [2] npeacTaB/ba CTaHAAPAM3OBaHM HAUMH 3@ Bepudukauumjy nopyka

€/IEKTPOHCKE rnowTe pagn AeTeKTOoBaHa /1aXXHNX MopykKa.

NmnnemeHTnpa ce objaBmmBarseM SPF 3anuca y DNS-y ga 6u ce Ha Taj HaunH naeHtudmnkosana
nncta BannaHux IP agpeca cepBepa 3a mocMmaTtpaHu gomeH. Kaga mail cepsep npumaoua gobuje
nopyky, nokpehe ce npouec Bepudrkaumje naeHtuteta mail cepsepa nownmsaoua kopuwherem
objaB/beHor SPF 3anuca. YKONMKO cepBep Mowwm/baoua Huje AeduHMCAH Kao ayTOpPU30BaHU
nowwbanal, y SPF 3anucy, sepudunkaumja he 6UTH HeycrelHa, a nopyka ogbayeHa (cMewTeHa y
CaHAyuYe 3a HexesbeHy NOLUTY) jep TO 3Hauu Aa je agpeca nowmnsbaola axmnpaHa.

Ha canum 1 je oBaj npouec rpaduukm npmkasaH [3].
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Cnuka 1. Tpadunukm npukas SPF
3a gogatHe nHdopmauuje o MnieMeHTauunju npenopyyyjemo: RFC 7208 [4].

[2] RFC7208
[3]1 Malicious Email Mitigation Strageties, Australian Government, april 2019

[4] https://tools.ietf.org/html/rfc7208
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THE DOMAIN KEYS IDENTIFIED MAIL (DKIM)

DKIM [5] npoTtokon omoryhaBa kpuntorpadcko mnoTnmcrBare rnopyka Tako Aa

npnManay MoXxe rnpoBepunTn Aa v je MOpPYyKa Me€HaHa HaKOH C/lakba.

Kopuctn ce acmmeTpuydHa kpuntorpaduja, oAHOCHO jaBHW U MPUBATHU K/by4d. MNPUANKOM Cnakba
nopyka eflekTPOHCKe noLuTe, cepBep, MPUBATHUM K/by4eM, ANTUTANHO MOTNuCyje ogabpaHe fenoBe
3arnas/ba ¥ Teno nopyke, nornuc cmewrTa y DKIM 3arnaeme M y3 nopyky Liabe npriMaoly.
Mo npuwjemy nopyke, npumManay, y3 noMmoh jaBHOr K/byya Koju ce Hanasn y DNS 3anucy nposepaBsa
DKIM notnnc nopyke. YKOAMKO je ropyka CTUra y HernpoMeweHOM 06suKky, notnuc he 6utn
BaNMAaH. Y cnyyajy fa je nopyka npoMereHa van NaxnpaHo HeKO O MOTMMCcaHmX nosba, MNoTrnumc
Hehe 6UTK BannAaH, a Nopyka ogbayeHa (CMeLlTeHa y CaHAyYe 3@ HeXe/beHy MoLuTy).

Ha cnuum 2 je oBaj npouec rpadumukm nprikasaH [6].
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Cnwuka 2. Tpaduykm npukas DKIM DNS Server
3a gopatHe nHdopmauuje o MnieMeHTaunjn npenopyyyjemo: RFC 6376 [7].

[5] RFC6376
[6] Malicious Email Mitigation Strageties, Australian Government, april 2019
[7]_https://tools.ietf.org/html/rfc6376

DOMAIN-BASED MESSAGE AUTHENTICATION,
REPORTING AND CONFORMANCE PROTOCOL (DMARC)

DMARC [8] npoTokon npyxa gofataH HMBO 6e36egHOCTU KOMBUHOBaweM SPF v

DKIM ¢yHKLMOHANHOCTK, Kao U MOAnce KOjoM ce geduHuLLe HaYUH NoCTynamwa Y
cflyyajeBMMa Kaja Bepuoumkaumja nown/baoLa Huje ycnewuHa.

Monncy fedurHULLE BNAacHUK AOMeHa 1 06jaBsbyje je kpo3 DNS 3anuc.

Mpunvkom npujema nopyka ca AoMeHa, 3a Koju je geduHucaH DMARC 3anuc, mail cepsep
nposepasa Aa AW Cy UCMyHeHW 3axTeBW 3a Bepudukaunjy naeHtuteta nowmmaoua (SPF n/nnn
DKIM) y cknagy ca geduHunumjoM nonmce. YKOANKO je BepudurKaLmja ycnewHa, nopyka he 6utm
ncnopyyeHa, Aok he octane 6UTN CMellTeHe y CaHAyYe 3a HexXes/beHy MowTy, AKX Yy NOTAYHOCTH
ogbaveHe, y 3aBuCHOCTM of 3axTeBa DMARC nonuce. MNopes Tora, nonauca npyxa MoryhHocT
noJellaBara ajpece efieKTPOHCKe MnoluTe Ha Kojy he ce BnacHWKY JoMeHa cnatu nHbopmaumje
o IP agpecama Koje cy mokywiane ga 3noynoTpebe Heros AOMeH, YiMe ce omoryhaBa Heroso
NPOaKTUBHO pearoBake 1 cripevaBarbe 036W/bHUjUX Hanaza Koju naxupajy nocmMatpaHu AOMeH.
Hajsehu HMBO 3alUTUTE Ce MOCTUXe Kaja Cy mmnaemeHTupaHe u SPF n DKIM dyHkUMOHanHOCTU
3ajegHo ca DMARC npoToKo/10M.

[8] RFC7489
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Ha cnvum 3 je oBaj npouec rpadumukm nprkasaH [9].
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Cnuka 3. F'padpuukm nprkas DMARC

DMARC cTtaHgapa je dopmumpaH 2013. roanHe 1 Beh y NpBOj rogMHK NOCTOjakba je MoOMorao fja ce
3aWwTnTK 60% caHayunha eNeKTPOHCKe NoLTe LWMPOM CBeTa o4 GULLMHIA 1 HexXesbeHux nopyka [10].

3a gogatHe nHdopmaumje o UMmnaeMeHTaumju npenopyyyjemo: RFC 7498 [11].

NPENOPYKA HAUMOHANHOI LEPT-A

HaunoHanHu LUEPT npenopyuyyje npe npvMeHe HaBefeHUX MexaHr3ama MnpoLeHy

puY3nKa MOC/IOBaka, OAHOCHO Ja /M Ce ynarawa MOry OnpaBAaThi CMakereM
puU3nKka o4 KOMNPOMUTALMje CUTYPHOCTU.

YKONNKO noceayjete CONCTBEHW CepBepP 3a C1ake 1 NpujeM enekTpoHCKe noLuTe, HEOMNXOAHO je Aa ce
obpaTnuTe OArOBOPHOM AULY KOje je 3aJyXeHO 3a HEeroBo oOJpxaBahe, OAHOCHO WCNPaBHO
dyHKLMOHNCaHE.

T NprHLMN je HEOMXOAHO MPVMMEHUTU W Y Cly4vajeBUMa KaZa Ce JOMeH U cepBep 3a C/lare U
npujem enekTPOHCKe NMoLUTe Hanase KoZ XOCTUHI NpoBajaepa.

[9]1 Malicious Email Mitigation Strageties, Australian Government, april 2019
[10] https://dmarc.org/press/release-20130206
[11] https://tools.ietf.org/ntml/rfc7489
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